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Disclaimers
• The views expressed in this presentation are those of the 

presenter(s) and do not necessarily constitute the views or legal 
positions of their employer(s), clients, the US Department of 
Defense, or the Cybersecurity Maturity Model Certification 
Accreditation Body (Cyber AB).  

• The information is being provided for general informational 
purposes and does not constitute legal or business advice.  

• You should always consult a competent advisor to discuss the 
specifics of your situation before taking any action.



About Me • CEO and General Counsel, Fathom Cyber LLC
• Provisional CMMC Instructor (PI), Certified CMMC Assessor (CCA), 

Certified CMMC Professional (CCP)
• Founding Director of the CMMC Accreditation Body (Cyber AB) (Prev.)

• Created and taught the original RP training program
• Board Treasurer

• Co-Founder of the CMMC Information Institute
• Author

• 2 books on Controlled Unclassified Information (https://CUIInformed.com)
• 2 books on enterprise risk management and international cybersecurity law (Co-author)
• Certified CMMC Professional (CCP) curriculum (Co-author)

• Adjunct Faculty at RIT; former Adjunct Professor at Drexel University
• Expert Witness in Government Contract Cybersecurity Cases, Healthcare 

Cybersecurity
• JD and LLM – George Mason University

• Advisor to many government contractors including Unisys, JHU/APL, Textron, 
United Space Alliance

• BSECE – Drexel University 
• Designed satellite test equipment and processes
• Systems Administrator and Developer for the US Congress (House of Representatives)

https://cuiinformed.com/


CUI is not Complicated

Bottom Line Up Front:

• CUI is: 
• unclassified information

• created or received for or on behalf of the 
government

• to which a law, regulation, or government-wide 
policy (not just an Agency policy) requires or permits 
the application of:
• safeguarding controls or

• limited dissemination controls

• Non-federal information systems must safeguard 
CUI Basic in accordance with NIST SP 800-171



History of the CUI Program



September 11, 2001



Congress Appoints the 9/11 Commission



Distrust Among Agencies Led to Catastrophe

• Agencies had the information needed to identify and catch 
the 9/11 terrorists.

• Agency reluctance to share information with other agencies 
allowed the terrorists to complete their acts.

• The Federal Government needs a new approach to 
identifying and protecting sensitive information.

• That approach must: 

• be consistent across the entire federal government;

• recognize that unclassified information is unclassified and treat it as 
such (get away from “need to know” mindset); and,

• encourage information sharing to authorized persons.



The Result: Sensitive Information Overhaul

• Executive Order 13292 – 2003
(Overhauls how Classified Info is Identified and Handled)

• Intelligence Reform and Terrorism Prevention Act – 2004
(Requires the creation of an “information sharing environment”)

• CUI Executive Memo – 2008
(Lays a Foundation for the CUI Program, Convenes an Interagency Task 
Force on Controlled Unclassified Information)

• Executive Order 13526 – 2010
(Further Refines the Classified Info Program)

• Executive Order 13556 – 2010 
(Formally Establishes a CUI Program)

“Our democratic principles 

require that the American 

people be informed of the 

activities of their 

Government.

Also, our Nation's progress 

depends on the free flow of 

information both within the 

Government and to the 

American people.” 

– Executive Order 13526

“To address these problems, 

this order establishes a 

program for managing this 

information, hereinafter 

described as Controlled 

Unclassified Information, that 

emphasizes the openness and 

uniformity of Government-

wide practice.” 

– Executive Order 13556



CUI Concepts



Legacy Information

FOUO
For Official Use Only

SBU
Sensitive but 
Unclassified

LES
Law Enforcement Sensitive

SSI
Sensitive Security 

Information

CII
Critical Infrastructure 

Information

SHSI
Sensitive Homeland 
Security Information

PARD
Protected as 

Restricted Data

97+
Additional 

Designations

This Photo by Unknown Author is licensed under CC BY-NC

CUI
Controlled 

Unclassified 
Information

https://www.geekykool.com/amazons-the-lord-of-the-rings-to-cost-465-million-for-season-1/
https://creativecommons.org/licenses/by-nc/3.0/


Legacy information is not automatically CUI

• Agencies and authorized holders 
must…Discontinue all use of legacy or other 
markings not permitted by the CUI Program or 
included in the CUI Registry.

• If legacy markings remain on information, the 
legacy markings are void and no longer indicate 
that the information is protected or that it is or 
qualifies as CUI.

• Agencies must review documents created prior 

to November 14, 2016 and re-mark any that 
contain information that qualifies as CUI in 
accordance with Executive Order 13556, 32 CFR 
2002, and the CUI Registry.

FOUO
For Official Use Only

SBU
Sensitive but Unclassified

LES
Law Enforcement Sensitive

CUI
Controlled 

Unclassified 
Information



Controlled Unclassified Information

“…information the Government creates or possesses, or that an entity 
creates or possesses for or on behalf of the Government, that a law, 
regulation, or Government-wide policy requires or permits an agency to 
handle using safeguarding or dissemination controls. However, CUI does 
not include classified information … or information a non-executive 
branch entity possesses and maintains in its own systems that did not 
come from, or was not created or possessed by or for, an executive 
branch agency or an entity acting for an agency.”

Oversimplification: Unclassified information created or received for 
or on behalf of the US government that a law, regulation, or 
government-wide policy (“LRGWP”) says can or must be safeguarded 
or is subject to limited dissemination controls.

– 32 CFR 2002.4(h)



CUI Basic vs CUI Specified

• CUI Specified – The LRGWP specifies how the 
information is to be safeguarded.

• CUI Basic – The LRGWP says that the information 
must be safeguarded, but it doesn’t specify how.

• NIST SP 800-171 is the minimum set of 
requirements for safeguarding all CUI, including CUI 
Basic.

• If the information is CUI Specified, the information 
must also be safeguarded in accordance with the 
LRGWP’s requirements.

This is 
the way.



By Definition, For Government Contractors:

Information is only CUI if: 
• it is:

• created by the contractor during the performance of a contract; or

• received by the contractor from the government or a higher-tier 
contractor during the performance of a contract; 

• AND

• a law, regulation, or government-wide policy exists which requires 
or permits the information to be subject to safeguarding or 
dissemination controls

• AND

• a federal agency has designated the information as CUI.



Designation vs Marking

• Marking: applying appropriate notices (banner, footer, designation 
indicator) to information containing CUI so others are aware of its 
status as CUI

• Designation: determining that a law, regulation, or government-
wide policy applies to information such that it qualifies as CUI

• Only laws, regulations, and government-wide policies (“LRGWPs”) 
approved by NARA can be the basis for a CUI designation

• NARA publishes the list of approved LRGWPs on the CUI Registry 
(https://archives.gov/CUI)

• CUI designation impedes the free flow of information.

• This makes it an inherently governmental act.

• Designation authority must be properly delegated.

• Improper CUI designation is subject to sanctions.

• “The designating agency determines that the information qualifies for CUI 
status and applies the appropriate CUI marking when it designates that 
information as CUI.” – 32 CFR 2002.20(a)(4)



Applying These Concepts



Who in DoD has Designation Authority?

• DoDI 5200.48 delegates to Original Classification 
Authorities (“OCAs”) the authority to designate 
information as CUI.

• DoDI 5230.24 impliedly delegates to technical 
Program Managers the authority to apply limited 
designation controls on information, making it 
CUI.

• That’s it.



Can a contractor designate information as CUI?

• NO.

• CUI designation is an inherently governmental act.

• Authority must be delegated to you to designate.

• A contract, on its own, does not delegate that authority 

to you.

• MAYBE if you are an OCA in a staff-augmentation or 

other, similar role.

(not usually, especially subcontractors)



What about 32 CFR 2004.04(d)?

• 32 CFR 2002.04(d) is a definition
• Authorized holder is an individual, agency, 

organization, or group of users that is 
permitted to designate or handle CUI, in 
accordance with this part.

• i.e., “whenever we say ‘authorized holder’ we 
mean both someone who is authorized to 
designate CUI as well as someone who is 
authorized to handle CUI.”

• Definitions define, they are not sources of 
authority.

• The remainder of 32 CFR 2002 specifically 
focuses on CUI being designated by an 
agency.



If you give the government your proprietary 
information…

• Always be sure to mark your information as PROPRIETARY 
before giving it to the government.

• You can/should include a cover letter that tells them that it is 
proprietary information and cite a specific LRGWP as the 
basis for why you believe it should be designated as CUI by 
them.

• DO NOT mark it as CUI, even though it may/should become 
CUI once received by the government.
• You are not an agency, therefore you have not been delegated the 

authority to make the CUI designation on behalf of the government.

• Also, be careful about the term “Confidential”.  It is one of 
the categories of “classified” information (Top Secret, Secret, 
Confidential). 



How do I know if information I receive is CUI?

• CUI must be marked before it is 
disseminated (shared) to anyone, therefore:
• it will be overtly marked as CUI or

• its container will be marked as CUI or

• your contract will specify that it is CUI



What about Information I create?
• Only the agency that “owns” the information can designate it as CUI.

• If the agency hires you to create/collect information, the agency should 
communicate any CUI designations as part of your contract.

• DoD has instructed its personnel that the designation information is to be 
communicated in a Security Classification Guide (“SCG”).
[see DoDI 5200.48 §3.7.e.]
• FAR CUI Rule says that a new Standard Form is coming that will be used by agencies.

• The SCG is supposed to help you understand the attributes of the information that 
make it CUI.

• In contracts to create information, you should also use the SCG to determine when 
to mark information as CUI.

• If you receive information that is marked as CUI, or are told information has been 
designated as CUI, and you don’t think it should be, ask for the SCG and LRGWP.

• This is a good practice for all CUI

• Once information has been designated as CUI, it must be properly marked 
before it is disseminated to anyone.



How Should I Mark CUI?

• NARA CUI Marking Guide
• https://archives.gov/CUI

• DoD CUI Marking Aid
• https://www.dodcui.mil/Training/DoD-Training/

• Portion marking is optional but recommended

• CUI in the header and footer

• Designation indicator on the first page
• Can a contractor be a POC in a designation indicator?

https://archives.gov/CUI
https://www.dodcui.mil/Training/DoD-Training/


Copying and Disseminating CUI



Copies and Derivative Works

• CUI is about the protection of information.

• Copies are copies of…the information…and 
therefore still CUI.

• Derivative works are likely to still be CUI as long as 
the derivative work includes the attributes or 
information that made the original work CUI in the 
first place.

• This is why the SCG and LRGWP are so important.

• If you are unsure, safest to assume that information 
derived from CUI is CUI and to mark it accordingly.

• Use the same markings as the original CUI.



What About Unmarked CUI?

• If a contractor believes they have received information that is CUI but it is not marked as CUI:

• They are not authorized to designate information as CUI and therefore must NOT mark it as CUI.

• HOWEVER, it must still be treated as though it is CUI until told otherwise.

• Ask your prime contractor or the government if it is CUI.

• If the government doesn’t know, then 32 CFR 2002 says it is not CUI.

• But THEY (government) need to make that designation determination, not the contractor.



A Note About Distribution Statements

• Under DoDI 5230.24, DoD technical Program Managers are authorized to assign Distribution 
Statements to technical information (Controlled Technical Information) created or 
disseminated as part of their program.

• If you see Distribution Statement B-F on a document that isn’t marked as CUI…it should be 
treated as CUI.

• Ask the Program Manager for appropriate CUI markings.

1. Authorized Audience or Who Can Access 
2. Reason for Control or Why/Reason 
3. Date of Determination 
4. Controlling Office or Releasing Authority



More About Distribution Statements

• DoD’s CUI Marking Aid states: “A distribution statement on a document does not 
automatically mean the document contains CUI. Distribution statements may be used 
on documents that do not contain CUI.”

• While this may be DoD’s perspective, it is not correct under 32 CFR 2002.
• CUI is information against which a LRGWP permits the application of…limited dissemination controls.
• Once a limited dissemination control is applied, the information is CUI.  
• Only the limited dissemination controls specified in the NARA CUI Registry or those in a LRGWP may be 

applied to information.

• So…either DoD’s use of Distribution Statements as defined in DoDI 5230.24 is contrary to the 
CUI Program and the IRTPA requirement to create a standardized information sharing 
environment, or information with distribution statements is subject to a limited 
dissemination control…making it CUI.
• Except for Distribution Statement A.

• If DoD gives you information marked with a distribution statement, other than Distribution 
Statement A, and says it is not CUI, get that in writing.



Authorized Holders

• Only Authorized Holders are permitted to handle CUI. 

• This includes being permitted to access systems which handle CUI or locations where 
CUI is handled.

• To be an Authorized Holder, a person must have a Lawful Government 
Purpose to access that information.

• Lawful Government Purpose is defined as:

• “any activity, mission, function, operation, or endeavor that the U.S. Government 
authorizes or recognizes within the scope of its legal authorities or the legal 
authorities of non-executive branch entities (such as state and local law 
enforcement).” [32 CFR 2002.4]

• Contractors: As a practical matter, if someone needs access to the information 
to help further the purposes of your contract with the government, then they 
probably have a Lawful Government Purpose to do so.



Cleaning Crews and Systems Administrators



Disseminating CUI

• Under 32 CFR 2002, an Authorized Holder can disseminate CUI to 
someone else provided the intended recipient:

• is an Authorized Holder; and,

• the disseminator has a reasonable belief that the intended recipient can 
properly handle CUI.

• How do you prove reasonable belief?

• Ask LOTS of questions; or

• Ask for SPRS score and some questions to validate it; or

• You learn from DoD



CMMC and CUI

• 2019 NDIA Survey:
• Nearly half of all contractors had not implemented NIST SP 800-171
• Over 40% had not even read DFARS 252.204-7012

• 2019 Sera Brynn Study:
• Not one company out of the 50 it assessed had properly implemented all 

110 controls in NIST SP 800-171
• Most companies implemented less than thirty-nine percent (39%) of the 

requirements

• 2022 DIBCAC Assessment Results:
• With the introduction of 5-day audits, the average contractor self-

assessment score in SPRS dropped by 100 points

• CMMC: Third-party validation of a contractor’s compliance with NIST SP 
800-171 requirements
• In other words…DoD is building a reasonable belief that it can disseminate 

CUI to contractors, as required under the CUI program.





Questions?

Jim Goepel
CEO and General Counsel

Fathom Cyber LLC

Jim@FathomCyber.com

Schedule a Meeting: 
https://FathomCyber.com/Jim

https://CUIInformed.com
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