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What is the Defense Federal Acquisition Regulation 
Supplement (DFARS)?

• “The Defense Federal Acquisition Regulation Supplement (DFARS) to the Federal 
Acquisition Regulation (FAR) is administered by the Department of Defense 
(DoD). The DFARS implements and supplements the FAR. The DFARS contains 
requirements of law, DoD-wide policies, delegations of FAR authorities, 
deviations from FAR requirements, and policies/procedures that have a 
significant effect on the public.”
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DFARS 252.204-7012: Safeguarding covered 
defense information and cyber incident reporting
• “Covered contractor information system” means an unclassified information 

system that is owned, or operated by or for, a contractor and that processes, 
stores, or transmits covered defense information.
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DFARS 252.204-7012: Safeguarding covered 
defense information and cyber incident reporting
• “Covered defense information” means unclassified controlled technical 

information or other information, as described in the Controlled Unclassified 
Information (CUI) Registry at http://www.archives.gov/cui/registry/category-
list.html, that requires safeguarding or dissemination controls pursuant to and 
consistent with law, regulations, and Governmentwide policies
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DFARS 252.204-7012: Safeguarding covered 
defense information and cyber incident reporting
• “Controlled technical information” means technical information with military or 

space application that is subject to controls on the access, use, reproduction, 
modification, performance, display, release, disclosure, or dissemination. 
Controlled technical information would meet the criteria, if disseminated, for 
distribution statements B through F using the criteria set forth in DoD 
Instruction 5230.24, Distribution Statements on Technical Documents. The term 
does not include information that is lawfully publicly available without 
restrictions.
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DoD Instruction 5230.24







DoD Procurement Toolbox
• Q27: If a Contract document (i.e., DD Form 1423-1) mandates the use of a 

Distribution Statement (B-F) on a contractor generated document for 
submission to the government but does not use the term CUI, should the 
contractor understand the document to be CUI and protect/control accordingly? 
Is it correct to say that any document with a Distribution Statement B-F is CUI?
• A27: CUI, as defined by 32 CFR 2002, CUI, is information the Government 

creates or possesses, or that an entity creates or possesses for or on behalf of 
the Government, that a law, regulation, or Government-wide policy requires or 
permits an agency to handle using safeguarding or dissemination controls. 
Because Distribution Statements B-F as set forth in DoD Instruction 5230.24, 
Distribution Statements on Technical Documents, are in fact ‘dissemination 
controls’, this information is – by definition – CUI. 
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DFARS 252.204-7012: Safeguarding covered 
defense information and cyber incident reporting
• “Rapidly report” means within 72 hours of discovery of any cyber incident.



DFARS 252.204-7012(b)(2)(i)
• Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor 

information system shall be subject to the security requirements in National 
Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, 
“Protecting Controlled Unclassified Information in Nonfederal Information 
Systems and Organizations” (available via the internet at 
http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the solicitation 
is issued or as authorized by the Contracting Officer.
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DFARS 252.204-7012(b)(2)(ii)(A)
• The Contractor shall implement NIST SP 800-171, as soon as practical, but not 

later than December 31, 2017. For all contracts awarded prior to October 1, 
2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via 
email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security 
requirements specified by NIST SP 800-171 not implemented at the time of 
contract award.
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DFARS 252.204-7012(b)(2)(ii)(D)
• If the Contractor intends to use an external cloud service provider to store, 

process, or transmit any covered defense information in performance of this 
contract, the Contractor shall require and ensure that the cloud service provider 
meets security requirements equivalent to those established by the Government 
for the Federal Risk and Authorization Management Program (FedRAMP) 
Moderate baseline (https://www.fedramp.gov/resources/documents/) and that 
the cloud service provider complies with requirements in paragraphs (c) through 
(g) of this clause for cyber incident reporting, malicious software, media 
preservation and protection, access to additional information and equipment 
necessary for forensic analysis, and cyber incident damage assessment.
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DFARS 252.204-7012(b)(2)(ii)(D)

• Examples of cloud service providers:



FedRAMP Marketplace



DFARS 252.204-7012
Requirements

Cloud Service 
Provider

Cloud Service Provider may not 
accept paragraphs (c) through (g)

Cloud Service Provider may be in FedRAMP 
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DFARS 252.204-7012(c): Cyber Incident Reporting 
Requirement

• Rapidly report cyber incidents to DoD at https://dibnet.dod.mil.



DFARS 252.204-7012(c): Cyber Incident Reporting 
Requirement

• Medium assurance certificate requirement. In order to report cyber incidents in 
accordance with this clause, the Contractor or subcontractor shall have or 
acquire a DoD-approved medium assurance certificate to report cyber incidents. 
For information on obtaining a DoD-approved medium assurance certificate, see 
https://public.cyber.mil/eca/.
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DFARS 252.204-7012(d): Malicious Software
• Malicious software. When the Contractor or subcontractors discover and isolate 

malicious software in connection with a reported cyber incident, submit the 
malicious software to DoD Cyber Crime Center (DC3) in accordance with 
instructions provided by DC3 or the Contracting Officer. Do not send the 
malicious software to the Contracting Officer.
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DFARS 252.204-7012(e): Media Preservation and 
Protection

• Media preservation and protection. When a Contractor discovers a cyber 
incident has occurred, the Contractor shall preserve and protect images of all 
known affected information systems identified in paragraph (c)(1)(i) of this 
clause and all relevant monitoring/packet capture data for at least 90 days from 
the submission of the cyber incident report to allow DoD to request the media or 
decline interest.



DFARS 252.204-7012(e): Media Preservation and 
Protection

• Media preservation and protection. When a Contractor discovers a cyber 
incident has occurred, the Contractor shall preserve and protect images of all 
known affected information systems identified in paragraph (c)(1)(i) of this 
clause and all relevant monitoring/packet capture data for at least 90 days from 
the submission of the cyber incident report to allow DoD to request the media or 
decline interest.



DFARS 252.204-7012(f): Access to additional 
information or equipment necessary for forensic 

analysis• Access to additional information or equipment necessary for forensic analysis. 
Upon request by DoD, the Contractor shall provide DoD with access to additional 
information or equipment that is necessary to conduct a forensic analysis.
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analysis• Access to additional information or equipment necessary for forensic analysis. 
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DFARS 252.204-7012(g): Cyber incident damage 
assessment activities

• Cyber incident damage assessment activities. If DoD elects to conduct a damage 
assessment, the Contracting Officer will request that the Contractor provide all 
of the damage assessment information gathered in accordance with paragraph 
(e) of this clause.



DFARS 252.204-7012(l): Other safeguarding or 
reporting requirements

• Other safeguarding or reporting requirements. The safeguarding and cyber 
incident reporting required by this clause in no way abrogates the Contractor’s 
responsibility for other safeguarding or cyber incident reporting pertaining to its 
unclassified information systems as required by other applicable clauses of this 
contract, or as a result of other applicable U.S. Government statutory or 
regulatory requirements.
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DFARS 252.204-7012(m): Subcontracts

• The Contractor shall –
• Include this clause, including this paragraph (m), in subcontracts, or similar 

contractual instruments, for operationally critical support, or for which 
subcontract performance will involve covered defense information, including 
subcontracts for commercial products or commercial services, without 
alteration, except to identify the parties. The Contractor shall determine if 
the information required for subcontractor performance retains its identity 
as covered defense information and will require protection under this clause, 
and, if necessary, consult with the Contracting Officer
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DFARS 252.204-7019: Notice of NIST SP 800-171 
DoD Assessment Requirements



DFARS 252.204-7019(b): Requirement
• Requirement. In order to be considered for award, if the Offeror is required to 

implement NIST SP 800–171, the Offeror shall have a current assessment 
( i.e., not more than 3 years old unless a lesser time is specified in the 
solicitation) (see 252.204–7020) for each covered contractor information system 
that is relevant to the offer, contract, task order, or delivery order. The Basic, 
Medium, and High NIST SP 800–171 DoD Assessments are described in the NIST 
SP 800–171 DoD Assessment Methodology located 
at https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-
800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf .



DFARS 252.204-7019(b): Requirement
• Requirement. In order to be considered for award, if the Offeror is required to 

implement NIST SP 800–171, the Offeror shall have a current assessment 
( i.e., not more than 3 years old unless a lesser time is specified in the 
solicitation) (see 252.204–7020) for each covered contractor information system 
that is relevant to the offer, contract, task order, or delivery order. The Basic, 
Medium, and High NIST SP 800–171 DoD Assessments are described in the NIST 
SP 800–171 DoD Assessment Methodology located 
at https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-
800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf .



DFARS 252.204-7019(c): Procedures
• The Offeror shall verify that summary level scores of a current NIST SP 800-171 

DoD Assessment (i.e., not more than 3 years old unless a lesser time is specified 
in the solicitation) are posted in the Supplier Performance Risk System (SPRS) () 
for all covered contractor information systems relevant to the offer.



DFARS 252.204-7019(c): Procedures
• The Offeror shall verify that summary level scores of a current NIST SP 800-171 

DoD Assessment (i.e., not more than 3 years old unless a lesser time is specified 
in the solicitation) are posted in the Supplier Performance Risk System (SPRS) () 
for all covered contractor information systems relevant to the offer.



DFARS 252.204-7019(d): Summary level scores

System Security 
Plan

The absence of a system security plan would result in a finding
that ‘an assessment could not be completed due to incomplete

information and noncompliance with DFARS clause 252.204-7012.’



DFARS 252.204-7019(d): Summary level scores

System Security 
Plan

CAGE Codes 
supported by 

this plan

All industry CAGE code(s) associated with the
information system(s) addressed by the

system security plan



DFARS 252.204-7019(d): Summary level scores

System Security 
Plan

CAGE Codes 
supported by 

this plan

Brief description 
of the plan 

architecture

A brief description of the system security
plan architecture, if more than one plan exists
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System Security 
Plan

CAGE Codes 
supported by 

this plan

Brief description 
of the plan 

architecture

Date of 
assessment

Date self-assessment was completed



DFARS 252.204-7019(d): Summary level scores

System Security 
Plan

CAGE Codes 
supported by 

this plan

Brief description 
of the plan 

architecture

Date of 
assessment

Total Score

Summary level score (e.g., 95 out of 110, NOT
The individual value for each requirement)

Scores can go as low as -203



DFARS 252.204-7019(d): Summary level scores

System Security 
Plan

CAGE Codes 
supported by 

this plan

Brief description 
of the plan 

architecture

Date of 
assessment

Total Score Date score of 110 
will be achieved

Date all requirements are expected to be
implemented



DFARS 252.204-7020: NIST SP 800-171 DoD 
Assessment Requirements
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DFARS 252.204-7020: NIST SP 800-171 DoD 
Assessment Requirements

Medium

Basic

High



DFARS 252.204-7020(A): Definitions
• Basic Assessment” means a contractor’s self-assessment of the contractor’s 

implementation of NIST SP 800-171 that—
• (1) Is based on the Contractor’s review of their system security plan(s) 
associated with covered contractor information system(s);
• (2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment 
Methodology; and
• (3) Results in a confidence level of “Low” in the resulting score, because it is a 
self-generated score.



DFARS 252.204-7020(A): Definitions
• Basic Assessment” means a contractor’s self-assessment of the contractor’s 

implementation of NIST SP 800-171 that—
• (1) Is based on the Contractor’s review of their system security plan(s) 
associated with covered contractor information system(s);
• (2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment 
Methodology; and
• (3) Results in a confidence level of “Low” in the resulting score, because it is a 
self-generated score.



DFARS 252.204-7020(A): Definitions
• “Medium Assessment” means an assessment conducted by the Government 

that—
• (1) Consists of—
• (i) A review of a contractor’s Basic Assessment;
• (ii) A thorough document review; and
• (iii) Discussions with the contractor to obtain additional information or 
clarification, as needed; and
• (2) Results in a confidence level of “Medium” in the resulting score.



DFARS 252.204-7020(A): Definitions
• “Medium Assessment” means an assessment conducted by the Government 

that—
• (1) Consists of—
• (i) A review of a contractor’s Basic Assessment;
• (ii) A thorough document review; and
• (iii) Discussions with the contractor to obtain additional information or 
clarification, as needed; and
• (2) Results in a confidence level of “Medium” in the resulting score.



DFARS 252.204-7020(A): Definitions
• “High Assessment” means an assessment that is conducted by Government 

personnel using NIST SP 800-171A, Assessing Security Requirements for 
Controlled Unclassified Information that—
• (1) Consists of—
• (i) A review of a contractor’s Basic Assessment;
• (ii) A thorough document review;
• (iii) Verification, examination, and demonstration of a Contractor’s system 
security plan to validate that NIST SP 800-171 security requirements have been 
implemented as described in the contractor’s system security plan; and
• (iv) Discussions with the contractor to obtain additional information or 
clarification, as needed; and
• (2) Results in a confidence level of “High” in the resulting score.



DFARS 252.204-7020(A): Definitions
• “High Assessment” means an assessment that is conducted by Government 

personnel using NIST SP 800-171A, Assessing Security Requirements for 
Controlled Unclassified Information that—
• (1) Consists of—
• (i) A review of a contractor’s Basic Assessment;
• (ii) A thorough document review;
• (iii) Verification, examination, and demonstration of a Contractor’s system 
security plan to validate that NIST SP 800-171 security requirements have been 
implemented as described in the contractor’s system security plan; and
• (iv) Discussions with the contractor to obtain additional information or 
clarification, as needed; and
• (2) Results in a confidence level of “High” in the resulting score.



DFARS 252.204-7020(C): Requirements
• Requirements. The Contractor shall provide access to its facilities, systems, and 

personnel necessary for the Government to conduct a Medium or High NIST SP 
800–171 DoD Assessment, as described in NIST SP 800–171 DoD Assessment 
Methodology 
at https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-
800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf , if necessary.



DFARS 252.204-7020(C): Requirements
• Requirements. The Contractor shall provide access to its facilities, systems, and 

personnel necessary for the Government to conduct a Medium or High NIST SP 
800–171 DoD Assessment, as described in NIST SP 800–171 DoD Assessment 
Methodology 
at https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-
800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf , if necessary.



DFARS 252.204-7021: NIST SP 800-171 DoD 
Assessment Requirements



DFARS 252.204-7021: Cybersecurity Maturity Model 
Certification Requirements

• (b) Requirements. The Contractor shall have a current (i.e. not older than 3 
years) CMMC certificate at the CMMC level required by this contract and 
maintain the CMMC certificate at the required level for the duration of the 
contract.



DFARS 252.204-7021: Cybersecurity Maturity Model 
Certification Requirements







David McKeown, DoD Senior Information Security 
Officer & Deputy Chief Information Officer

• “We’re targeting late fall of next 
year (2024) so that can start to 
be put into contracts.”

May 23, 2023
2023 Cyber Summit



Tim Gorman, Pentagon Spokesperson

• “…DoD would like to thank all the 
companies who have taken the 
time to provide comments on the 
CMMC rule to date; however, we 
do not intend to extend the public 
comment period at this time.”
• “We have already begun the 

adjudication process and will move 
to the next step rapidly after the 
close of the comment window.”

February 8, 2024



DFARS 252.204-7024: Notice on the use of the 
Supplier Performance Risk System



DFARS 252.204-7024: Notice on the use of the 
Supplier Performance Risk System

• (c) The Contracting Officer will consider SPRS risk assessments during the 
evaluation of quotations or offers received in response to this solicitation as 
follows:
• Item risk will be considered to determine whether the procurement represents a high 

performance risk to the Government.
• Price risk will be considered in determining if a proposed price is consistent with historical 

prices paid for a product or a service or otherwise creates a risk to the Government.
• Supplier risk, including but not limited to quality and delivery, will be considered to assess 

the risk of unsuccessful performance and supply chain risk.
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Top Misunderstood Requirements

3.1.22

3.3.1
3.3.3
3.4.3

3.5.3
3.7.3
3.8.3



NIST SP 800-171 Paragraph 1.1:
Purpose and Applicability

• The requirements apply to components of nonfederal systems that 
process, store, or transmit CUI, or that provide security protection 
for such components.



NIST SP 800-171 Paragraph 1.1:
Purpose and Applicability

• The requirements apply to components of nonfederal systems that 
process, store, or transmit CUI, or that provide security protection 
for such components.



NIST SP 800-171 Paragraph 1.1:
Purpose and Applicability

• System components include, for example: mainframes, 
workstations, servers; input and output devices; network 
components; operating systems; virtual machines; and 
applications.



NIST SP 800-171 versus NIST SP 800-171A
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NIST SP 800-171 versus NIST SP 800-171A
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NIST SP 800-171 versus NIST SP 800-171A



NIST SP 800-171 versus NIST SP 800-171A

• 110 requirements • 320 assessment objectives







DoD Assessment Methodology v1.2.1
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DoD Assessment Methodology v1.2.1

110



DoD Assessment Methodology v1.2.1

-203



What Will Your Assessor Be Looking For?



NIST SP 800-171A Potential Assessment Methods 
and Objects

• Examine
• The process of reviewing, inspecting, observing, studying, or analyzing assessment objects (i.e., specifications, 

mechanisms, activities).
• [SELECT FROM: Identification and Authentication Policy; Procedures addressing user identification and 

authentication; etc.]

• Interview
• The process of holding discussions with individuals or groups of individuals to facilitate understanding, achieve 

clarification, or obtain evidence.
• [SELECT FROM: Personnel with system operations responsibilities, etc.]

• Test
• The process of exercising assessment objects (i.e., activities, mechanisms under specified conditions to compare 

actual with expect behavior.
• [SELECT FROM: Mechanisms supporting or implementing multifactor authentication capability]



Pay attention to the verbs

Associated with Documentation Associated with Action

Identified Limited

Defined Implemented

Specified Performed



3.1.22: Control CUI posted or processed on publicly 
accessible systems

• Determine if:
• [a] individuals authorized to post or process information on publicly accessible systems 

are identified.
• [b] procedures to ensure CUI is not posted or processed on publicly accessible systems are 

identified.
• [c] a review process is in place prior to posting of any content to publicly accessible 

systems.
• [d] mechanisms are in place to remove and address improper posting of CUI.



3.1.22: Control CUI posted or processed on publicly 
accessible systems

• Determine if:
• [a] individuals authorized to post or process information on publicly accessible systems 

are identified.
• [b] procedures to ensure CUI is not posted or processed on publicly accessible systems are 

identified.
• [c] a review process is in place prior to posting of any content to publicly accessible 

systems.
• [d] mechanisms are in place to remove and address improper posting of CUI.



3.1.22: Control CUI posted or processed on publicly 
accessible systems

• Discussion: In accordance with laws, Executive Orders, directives, policies, regulations, or 
standards, the public is not authorized access to nonpublic information (e.g., information 
protected under the Privacy Act, CUI, and proprietary information). This requirement 
addresses systems that are controlled by the organization and accessible to the public, 
typically without identification or authentication. Individuals authorized to post CUI onto 
publicly accessible systems are designated. The content of information is reviewed prior to 
posting onto publicly accessible systems to ensure that nonpublic information is not included.



3.1.22: Control CUI posted or processed on publicly 
accessible systems

• Discussion: In accordance with laws, Executive Orders, directives, policies, regulations, or 
standards, the public is not authorized access to nonpublic information (e.g., information 
protected under the Privacy Act, CUI, and proprietary information). This requirement 
addresses systems that are controlled by the organization and accessible to the public, 
typically without identification or authentication. Individuals authorized to post CUI onto 
publicly accessible systems are designated. The content of information is reviewed prior to 
posting onto publicly accessible systems to ensure that nonpublic information is not included.



[a] individuals authorized to post or process information on publicly accessible 
systems are identified

• Potential solution:
• Identify the individual

• (e.g., John Smith)
• Roles matrix

• (e.g., HR Department)



3.1.22: Control CUI posted or processed on publicly 
accessible systems

• Determine if:
• [a] individuals authorized to post or process information on publicly accessible systems 

are identified.
• [b] procedures to ensure CUI is not posted or processed on publicly accessible systems are 

identified.
• [c] a review process is in place prior to posting of any content to publicly accessible 

systems.
• [d] mechanisms are in place to remove and address improper posting of CUI.



[b] procedures to ensure CUI is not posted or processed on publicly accessible 
systems are identified

• Potential solution:
• Website Review Form
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accessible systems

• Determine if:
• [a] individuals authorized to post or process information on publicly accessible systems 

are identified.
• [b] procedures to ensure CUI is not posted or processed on publicly accessible systems are 

identified.
• [c] a review process is in place prior to posting of any content to publicly accessible 

systems.
• [d] mechanisms are in place to remove and address improper posting of CUI.



3.1.22: Control CUI posted or processed on publicly 
accessible systems

• Discussion: In accordance with laws, Executive Orders, directives, policies, regulations, or 
standards, the public is not authorized access to nonpublic information (e.g., information 
protected under the Privacy Act, CUI, and proprietary information). This requirement 
addresses systems that are controlled by the organization and accessible to the public, 
typically without identification or authentication. Individuals authorized to post CUI onto 
publicly accessible systems are designated. The content of information is reviewed prior to 
posting onto publicly accessible systems to ensure that nonpublic information is not included.



[c] a review process is in place prior to posting of any content to publicly accessible 
systems

• Potential solution:
• Website Review Form



[c] a review process is in place prior to posting of any content to publicly accessible 
systems

• Potential solution:
• Website Review Form



[c] a review process is in place prior to posting of any content to publicly accessible 
systems

• Potential solution:
• Website Review Form



[d] content on publicly accessible systems is reviewed to ensure that it does not 
include CUI

• Potential Solution:
• Weekly/Biweekly/Monthly/Quarterly Review



[e] mechanisms are in place to remove and address improper posting of CUI

• Potential solution:
• Website Review Form

DFARS 252.204-7012
Paragraph [c] requirement



3.3.1: Create and retain system audit logs and records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful or unauthorized 

system activity

• Determine if:
• [a] audit logs needed (i.e., event types to be logged) to enable the monitoring, analysis, 

investigation, and reporting of unlawful or unauthorized system activity are specified.
• [b] the content of audit records needed to support monitoring, analysis, investigation, and 

reporting of unlawful or unauthorized system activity is defined.
• [c] audit records are created (generated).
• [d] audit records, once created, contain the defined content. 
• [e] retention requirements for audit records are defined. 
• [f] audit records are retained as defined.



3.3.1: Create and retain system audit logs and records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful or unauthorized 

system activity

• Determine if:
• [a] audit logs needed (i.e., event types to be logged) to enable the monitoring, analysis, 

investigation, and reporting of unlawful or unauthorized system activity are specified.
• [b] the content of audit records needed to support monitoring, analysis, investigation, and 

reporting of unlawful or unauthorized system activity is defined.
• [c] audit records are created (generated).
• [d] audit records, once created, contain the defined content. 
• [e] retention requirements for audit records are defined. 
• [f] audit records are retained as defined.



[a] audit logs needed (i.e., event types to be logged) to enable the monitoring, 
analysis, investigation, and reporting of unlawful or unauthorized system activity are 

specified.

• Potential solution:
• audit logs needed (i.e., event types 

to be logged) to enable the 
monitoring, analysis, 
investigation, and reporting of 
unlawful or unauthorized system 
activity are specified. They include, 
but are not limited to, the 
following data connectors:
• Microsoft Entra ID

• Audit Logs
• Sign In Logs



3.3.1: Create and retain system audit logs and records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful or unauthorized 

system activity

• Determine if:
• [a] audit logs needed (i.e., event types to be logged) to enable the monitoring, analysis, 

investigation, and reporting of unlawful or unauthorized system activity are specified.
• [b] the content of audit records needed to support monitoring, analysis, investigation, and 

reporting of unlawful or unauthorized system activity is defined.
• [c] audit records are created (generated).
• [d] audit records, once created, contain the defined content. 
• [e] retention requirements for audit records are defined. 
• [f] audit records are retained as defined.



3.3.1: Create and retain system audit logs and records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful or unauthorized 

system activity
• Discussion: An event is any observable occurrence in a system, which includes unlawful or unauthorized system activity. 

Organizations identify event types for which a logging functionality is needed as those events which are significant and relevant to 
the security of systems and the environments in which those systems operate to meet specific and ongoing auditing needs. Event 
types can include password changes, failed logons or failed accesses related to systems, administrative privilege usage, or third-
party credential usage. In determining event types that require logging, organizations consider the monitoring and auditing 
appropriate for each of the CUI security requirements. Monitoring and auditing requirements can be balanced with other system 
needs. For example, organizations may determine that systems must have the capability to log every file access both successful and 
unsuccessful, but not activate that capability except for specific circumstances due to the potential burden on system performance. 

• Audit records can be generated at various levels of abstraction, including at the packet level as information traverses the network. 
Selecting the appropriate level of abstraction is a critical aspect of an audit logging capability and can facilitate the identification of 
root causes to problems. Organizations consider in the definition of event types, the logging necessary to cover related events such 
as the steps in distributed, transaction-based processes (e.g., processes that are distributed across multiple organizations) and 
actions that occur in service-oriented or cloud-based architectures. 

• Audit record content that may be necessary to satisfy this requirement includes time stamps, source and destination addresses, user 
or process identifiers, event descriptions, success or fail indications, filenames involved, and access control or flow control rules 
invoked. Event outcomes can include indicators of event success or failure and event-specific results (e.g., the security state of the 
system after the event occurred). 

• Detailed information that organizations may consider in audit records includes full text recording of privileged commands or the 
individual identities of group account users. Organizations consider limiting the additional audit log information to only that 
information explicitly needed for specific audit requirements. This facilitates the use of audit trails and audit logs by not including 
information that could potentially be misleading or could make it more difficult to locate information of interest. Audit logs are 
reviewed and analyzed as often as needed to provide important information to organizations to facilitate risk-based decision 
making. 

• [SP 800-92] provides guidance on security log management. 



[b] the content of audit records needed to support monitoring, analysis, 
investigation, and reporting of unlawful or unauthorized system activity is defined



3.3.1: Create and retain system audit logs and records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful or unauthorized 

system activity

• Determine if:
• [a] audit logs needed (i.e., event types to be logged) to enable the monitoring, analysis, 

investigation, and reporting of unlawful or unauthorized system activity are specified.
• [b] the content of audit records needed to support monitoring, analysis, investigation, and 

reporting of unlawful or unauthorized system activity is defined.
• [c] audit records are created (generated).
• [d] audit records, once created, contain the defined content. 
• [e] retention requirements for audit records are defined. 
• [f] audit records are retained as defined.



3.3.1: Create and retain system audit logs and records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful or unauthorized 

system activity

• Determine if:
• [a] audit logs needed (i.e., event types to be logged) to enable the monitoring, analysis, 

investigation, and reporting of unlawful or unauthorized system activity are specified.
• [b] the content of audit records needed to support monitoring, analysis, investigation, and 

reporting of unlawful or unauthorized system activity is defined.
• [c] audit records are created (generated).
• [d] audit records, once created, contain the defined content. 
• [e] retention requirements for audit records are defined. 
• [f] audit records are retained as defined.



[e] retention requirements for audit records are defined

• Potential solution:
• Organizational Policy



[f] audit records are retained as specified

• Potential solution:
• Technical implementation



3.3.3: Review and update audited events

• Determine if:
• [a] a process for determining when to review logged events is defined.
• [b] event types being logged are reviewed in accordance with the defined review process.
• [c] event types being logged are updated based on the review.



3.3.3: Review and update audited events

• Determine if:
• [a] a process for determining when to review logged events is defined.
• [b] event types being logged are reviewed in accordance with the defined review process.
• [c] event types being logged are updated based on the review.



3.3.3: Review and update audited events

• Discussion: The intent of this requirement is to periodically re-evaluate which 
logged events will continue to be included in the list of events to be logged. The 
event types that are logged by organizations may change over time. Reviewing 
and updating the set of logged event types periodically is necessary to ensure 
that the current set remains necessary and sufficient.



3.3.3: Review and update audited events

• Discussion: The intent of this requirement is to periodically re-evaluate which 
logged events will continue to be included in the list of events to be logged. The 
event types that are logged by organizations may change over time. Reviewing 
and updating the set of logged event types periodically is necessary to ensure 
that the current set remains necessary and sufficient.



CMMC Glossary
• Occurring at regular intervals. As used in many practices within CMMC, the 

interval length is organizationally defined to provided contractor flexibility, with 
an interval length of no more than one year.



CMMC Glossary
• Occurring at regular intervals. As used in many practices within CMMC, the 

interval length is organizationally defined to provided contractor flexibility, with 
an interval length of no more than one year.



[a] a process for determining when to review logged events is defined
[b] event types being logged are reviewed in accordance with the defined review 

process

• Potential solution:
• Organizational procedure



[c] event types being logged are updated based on the review based on the review

• Potential Solution:
• Configuration Change 

Management
• Sample Change Request

• NIST SP 800-128



3.4.3: Track, review, approve or disapprove, and log changes to organizational systems

• Determine if:
• [a] changes to the system are tracked.
• [b] changes to the system are reviewed.
• [c] changes to the system are approved or disapproved.
• [d] changes to the system are logged.



3.4.3: Track, review, approve or disapprove, and log changes to organizational systems

• Discussion: Tracking, reviewing, approving/disapproving, and logging changes is called configuration change 
control. Configuration change control for organizational systems involves the systematic proposal, justification, 
implementation, testing, review, and disposition of changes to the systems, including system upgrades and 
modifications. Configuration change control includes changes to baseline configurations for components and 
configuration items of systems, changes to configuration settings for information technology products (e.g., 
operating systems, applications, firewalls, routers, and mobile devices), unscheduled and unauthorized changes, 
and changes to remediate vulnerabilities. 

• Processes for managing configuration changes to systems include Configuration Control Boards or Change 
Advisory Boards that review and approve proposed changes to systems. For new development systems or 
systems undergoing major upgrades, organizations consider including representatives from development 
organizations on the Configuration Control Boards or Change Advisory Boards. Audit logs of changes include 
activities before and after changes are made to organizational systems and the activities required to implement 
such changes. 

• [SP 800-128] provides guidance on configuration change control. 
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activities before and after changes are made to organizational systems and the activities required to implement 
such changes. 

• [SP 800-128] provides guidance on configuration change control. 



3.4.3: Track, review, approve or disapprove, and log changes to organizational systems

• Discussion: Tracking, reviewing, approving/disapproving, and logging changes is called configuration change 
control. Configuration change control for organizational systems involves the systematic proposal, justification, 
implementation, testing, review, and disposition of changes to the systems, including system upgrades and 
modifications. Configuration change control includes changes to baseline configurations for components and 
configuration items of systems, changes to configuration settings for information technology products (e.g., 
operating systems, applications, firewalls, routers, and mobile devices), unscheduled and unauthorized changes, 
and changes to remediate vulnerabilities. 

• Processes for managing configuration changes to systems include Configuration Control Boards or Change 
Advisory Boards that review and approve proposed changes to systems. For new development systems or 
systems undergoing major upgrades, organizations consider including representatives from development 
organizations on the Configuration Control Boards or Change Advisory Boards. Audit logs of changes include 
activities before and after changes are made to organizational systems and the activities required to implement 
such changes. 

• [SP 800-128] provides guidance on configuration change control. 



[a] changes to the system are 
tracked
[b] changes to the system are 
reviewed
[c] changes to the system are 
approved or disapproved
[d] changes to the system are 
logged
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[a] changes to the system are 
tracked
[b] changes to the system are 
reviewed
[c] changes to the system are 
approved or disapproved
[d] changes to the system are 
logged

Can be used to satisfy 3.4.4: 
Analyze the security impact of 

changes prior to 
implementation



3.5.3: Use multifactor authentication for local and network access to privileged 
accounts and for network access to non-privileged accounts



3.5.3: Use multifactor authentication for local and network access to privileged 
accounts and for network access to non-privileged accounts

• Determine if:
• [a] privileged accounts are identified.
• [b] multifactor authentication is implemented for local access to privileged accounts.
• [c] multifactor authentication is implemented for network access to privileged accounts.
• [d] multifactor authentication is implemented for network access to non-privileged 

accounts.



3.5.3: Use multifactor authentication for local and network access to privileged 
accounts and for network access to non-privileged accounts

• Determine if:
• [a] privileged accounts are identified.
• [b] multifactor authentication is implemented for local access to privileged accounts.
• [c] multifactor authentication is implemented for network access to privileged accounts.
• [d] multifactor authentication is implemented for network access to non-privileged 

accounts.



[a] Privileged accounts are identified

NIST SP 800-171 Glossary
• Privileged Account
• A system account with authorizations of a privileged user

• Privileged User
• A user that is authorized (and therefore, trusted) to perform 

security-relevant functions that ordinary users are not authorized 
to perform



[a] Privileged accounts are identified

NIST SP 800-171 Glossary
• Privileged Account
• A system account with authorizations of a privileged user

• Privileged User
• A user that is authorized (and therefore, trusted) to perform 

security-relevant functions that ordinary users are not authorized 
to perform



[a] Privileged accounts are identified

• Examples of privileged accounts:
• Firewall administrator accounts
• Local administrator accounts
• Domain administrator accounts



[a] Privileged accounts are identified

• Solutions to identify privileged accounts:
• Employee Onboarding Checklist
• Privileged User Form

3.1.1: Limit system access to authorized users, processes
acting on behalf of authorized users, or devices (including
other systems) 



3.5.3: Use multifactor authentication for local and network access to privileged 
accounts and for network access to non-privileged accounts

• Determine if:
• [a] privileged accounts are identified.
• [b] multifactor authentication is implemented for local access to privileged accounts.
• [c] multifactor authentication is implemented for network access to privileged accounts.
• [d] multifactor authentication is implemented for network access to non-privileged 

accounts.



[b] Multifactor authentication is implemented for local access to privileged accounts

• Discussion: Access to organizational systems is defined as local access or 
network access. Local access is any access to organizational systems by users (or 
processes acting on behalf of users) where such access is obtained by direct 
connections without the use of networks. Network access is access to systems by 
users (or processes acting on behalf of users) where such access is obtained 
through network connections (i.e., nonlocal accesses). Remote access is a type 
of network access that involves communication through external networks. The 
use of encrypted virtual private networks for connections between organization-
controlled and non-organization controlled endpoints may be treated as internal 
networks with regard to protecting the confidentiality of information.



[b] Multifactor authentication is implemented for local access to privileged accounts

• Discussion: Access to organizational systems is defined as local access or 
network access. Local access is any access to organizational systems by users (or 
processes acting on behalf of users) where such access is obtained by direct 
connections without the use of networks. Network access is access to systems by 
users (or processes acting on behalf of users) where such access is obtained 
through network connections (i.e., nonlocal accesses). Remote access is a type 
of network access that involves communication through external networks. The 
use of encrypted virtual private networks for connections between organization-
controlled and non-organization controlled endpoints may be treated as internal 
networks with regard to protecting the confidentiality of information.



[b] Multifactor authentication is implemented for local access to privileged accounts

Something you know (e.g., 
password, passphrase, PIN)

Something you have (e.g., 
one-time password (OTP) 

generating device like a fob, 
smart-card, or a mobile app 

on a smart phone

Something you are (e.g., a 
biometric like a fingerprint or 

iris)



[b] Multifactor authentication is implemented for local access to privileged accounts

• Discussion: Access to organizational systems is defined as local access or network access. 
Local access is any access to organizational systems by users (or processes acting on behalf of 
users) where such access is obtained by direct connections without the use of networks. 
Network access is access to systems by users (or processes acting on behalf of users) where 
such access is obtained through network connections (i.e., nonlocal accesses). Remote access 
is a type of network access that involves communication through external networks. The use 
of encrypted virtual private networks for connections between organization-controlled and 
non-organization controlled endpoints may be treated as internal networks with regard to 
protecting the confidentiality of information.

OFFLINE
ACCESS



[b] Multifactor authentication is implemented for local access to privileged accounts
DoD Procurement Toolbox

• Q80: Security Requirement 3.5.3 – Use multifactor authentication for 
local and network access to privileged accounts and for network 
access to non-privileged accounts. What is meant by “multifactor 
authentication”?
• “For a PRIVILEGED user, even local access (e.g., to the standalone) 

requires MFA.”



[b] Multifactor authentication is implemented for local access to privileged accounts
DoD Procurement Toolbox

• Q80: Security Requirement 3.5.3 – Use multifactor authentication for 
local and network access to privileged accounts and for network 
access to non-privileged accounts. What is meant by “multifactor 
authentication”?
• “For a PRIVILEGED user, even local access (e.g., to the standalone) 

requires MFA.”



3.5.3: Use multifactor authentication for local and network access to privileged 
accounts and for network access to non-privileged accounts

• Determine if:
• [a] privileged accounts are identified.
• [b] multifactor authentication is implemented for local access to privileged accounts.
• [c] multifactor authentication is implemented for network access to privileged accounts.
• [d] multifactor authentication is implemented for network access to non-privileged 

accounts.



[c] Multifactor authentication is implemented for network access to privileged 
accounts

[d] Multifactor authentication is implemented for network access to non-privileged 
accounts

• Discussion: Access to organizational systems is defined as local access or network access. 
Local access is any access to organizational systems by users (or processes acting on behalf of 
users) where such access is obtained by direct connections without the use of networks. 
Network access is access to systems by users (or processes acting on behalf of users) where 
such access is obtained through network connections (i.e., nonlocal accesses). Remote access 
is a type of network access that involves communication through external networks. The use 
of encrypted virtual private networks for connections between organization-controlled and 
non-organization controlled endpoints may be treated as internal networks with regard to 
protecting the confidentiality of information.



[c] Multifactor authentication is implemented for network access to privileged 
accounts

[d] Multifactor authentication is implemented for network access to non-privileged 
accounts

Something you know (e.g., 
password)

Something you have (e.g., 
hardware token)

Something you are (e.g., 
biometrics)



[c] Multifactor authentication is implemented for network access to privileged 
accounts

[d] Multifactor authentication is implemented for network access to non-privileged 
accounts



3.7.3: Ensure equipment removed for off-site maintenance is sanitized of any CUI

• Determine if:
• Equipment to be removed from organizational spaces for off-site maintenance is sanitized 

of any CUI.



3.7.3: Ensure equipment removed for off-site maintenance is sanitized of any CUI

• Discussion: This requirement addresses the information security aspects of 
system maintenance that are performed off-site and applies to all types of 
maintenance to any system component (including applications) conducted by a 
local or nonlocal entity (e.g., in-contract, warranty, in- house, software 
maintenance agreement). 
• [SP 800-88] provides guidance on media sanitization. 



3.7.3: Ensure equipment removed for off-site maintenance is sanitized of any CUI

• Discussion: This requirement addresses the information security aspects of 
system maintenance that are performed off-site and applies to all types of 
maintenance to any system component (including applications) conducted by a 
local or nonlocal entity (e.g., in-contract, warranty, in- house, software 
maintenance agreement). 
• [SP 800-88] provides guidance on media sanitization. 



NIST SP 800-88: Guidelines for Media Sanitization



Certificate of Sanitization Sample



3.8.3: Sanitize or destroy system media containing CUI before disposal or release for 
reuse

• Determine if:
• [a] system media containing CUI is sanitized or destroyed before disposal
• [b] system media containing CUI is sanitized before it is released for reuse



3.8.3: Sanitize or destroy system media containing CUI before disposal or release for 
reuse

• Discussion: This requirement applies to all system media, digital and non-digital, subject to disposal or reuse. 
Examples include: digital media found in workstations, network components, scanners, copiers, printers, 
notebook computers, and mobile devices; and non-digital media such as paper and microfilm. The sanitization 
process removes information from the media such that the information cannot be retrieved or reconstructed. 
Sanitization techniques, including clearing, purging, cryptographic erase, and destruction, prevent the disclosure 
of information to unauthorized individuals when such media is released for reuse or disposal. 

• Organizations determine the appropriate sanitization methods, recognizing that destruction may be necessary 
when other methods cannot be applied to the media requiring sanitization. Organizations use discretion on the 
employment of sanitization techniques and procedures for media containing information that is in the public 
domain or publicly releasable or deemed to have no adverse impact on organizations or individuals if released 
for reuse or disposal. Sanitization of non-digital media includes destruction, removing CUI from documents, or 
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Potential Solution for Multistep Destruction







Certificate of Sanitization Sample



CMMC assesses EXISTING requirements in DFARS 
7012

DFARS 7012(b)(ii)(B): “The Contractor shall implement NIST SP 800-171, as soon 
as practical, but not later than December 31, 2017.”

DFARS 7019(c): “The Offeror shall verify that summary level scores of a current 
NIST SP 800-171 DoD Assessment are posted in the SPRS...”

DFARS 7020(c): “The Contractor shall provide access to its facilities, systems, and 
personnel necessary for the Government to conduct a Medium or High NIST SP 

800-171 DoD Assessment….”

DFARS 7021(b): “The 
Contractor shall have a 

current CMMC 
certificate at the CMMC 

level required by this 
contract...”

In effect today

In effect today

Estimated Fall 2024

In effect today



References

• DFARS Definition: https://www.federalregister.gov/defense-federal-
acquisition-regulation-supplement-dfars- 

• DFARS 252.204-7012: https://www.acquisition.gov/dfars/252.204-7012-
safeguarding-covered-defense-information-and-cyber-incident-reporting. 

• DFARS 252.204-7019: https://www.acquisition.gov/dfars/252.204-7019-
notice-nistsp-800-171-dod-assessment-requirements. 

• DFARS 252.204-7020: https://www.acquisition.gov/dfars/252.204-7020-nist-
sp-800-171dod-assessment-requirements. 

• DFARS 252.204-7021: https://www.acquisition.gov/dfars/252.204-7021-
cybersecurity-maturity-model-certification-requirements. 

• DFARS 252.204-7024: https://www.acquisition.gov/dfars/252.204-7024-
notice-use-supplier-performance-risk-system. 

• NIST SP 800-171 and NIST SP 800-171A: 
https://csrc.nist.gov/pubs/sp/800/171/r2/upd1/final

• NIST SP 800-128: https://csrc.nist.gov/pubs/sp/800/128/upd1/final

• DoD Instruction 5230.24: 
https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodi/523024
p.pdf

• CUI Policy and Guidance: https://www.archives.gov/cui/registry/policy-
guidance

• NSA Evaluated Products List: https://www.nsa.gov/Resources/Media-
Destruction-Guidance/NSA-Evaluated-Products-Lists-EPLs/

• DoD Assessment Methodology: 
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-
800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
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Questions



Fernando Machado
CISO, Cybersec Investments

• Services:
• CMMC Advisory Services
• CMMC Readiness Assessments
• Joint Surveillance Voluntary Assessments (JSVA)
• NIST SP 800-171 3rd Party Letter of Attestation

www.cybersecinvestments.com

info@cybersecinvestments.com

1-800-960-8802
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Extra Slides



[b] the content of audit records needed to support monitoring, analysis, 
investigation, and reporting of unlawful or unauthorized system activity is defined

• Examples may include: Audit logs
• Date (e.g., date and time of the 

occurrence)
• Service (e.g., service that logged 

the occurrence)
• Category (e.g., category and name 

of the activity (what))
• Status (e.g., status of the activity 

(success or failure))



[b] the content of audit records needed to support monitoring, analysis, 
investigation, and reporting of unlawful or unauthorized system activity is defined



[b] the content of audit records needed to support monitoring, analysis, 
investigation, and reporting of unlawful or unauthorized system activity is defined

• Examples may include: Sign-in logs
• Date (e.g., sign-in date)
• Request ID
• User (e.g., Username or User ID)
• Status (e.g., status of the sign-in)



[b] the content of audit records needed to support monitoring, analysis, 
investigation, and reporting of unlawful or unauthorized system activity is defined



[a] changes to the system are tracked

• Potential solution:
• Configuration Change 

Management
• Change Request

• Tracking examples include:
• Year/month/day/request 

• (e.g., 20240222-01)
• Title of Change Request



3.4.3: Track, review, approve or disapprove, and log changes to organizational systems

• Determine if:
• [a] changes to the system are tracked.
• [b] changes to the system are reviewed.
• [c] changes to the system are approved or disapproved.
• [d] changes to the system are logged.



[b] changes to the system are reviewed
[c] changes to the system are approved or disapproved

[d] changes to the system are logged

• Examples of review include:
• Change Control Board


