SCRM
It Really is a “Four-Letter’ Word

Carter Schoenberg, CISSP | CCA | QTE




About SoundWay

v Cyber AB Authorized C3PAO SOUNDWAY CONSULTING INCORPORATED
2K (“SouNDWAY”)
v’ Expert Cybersecurity Professionals SoundWay provides information technology, mission
* CMMC Certified Assessor (CCA) support & cybersecurity professional services to the

- . U.S. Department of Defense (DoD), Intelligence
cmMMc Certlfn.e.d Pfofesswnal (CcP) Community (IC), federal government civil agencies, and
= |Industry Certifications: commercial businesses.
* CISSP * Security+ ¢ PMP - AZURE
SoundWay’s commercial business is focused on

- providing cybersecurity compliance, CMMC
v TOP SECRET FaC|I|ty Clearance certification readiness, & as a C3PAO we are authorized

v HUBZone, SDVOSB, WOSB to conduct CMMC certification Assessments.

Since 2018, SoundWay has worked tirelessly to become
a leader in cybersecurity; dedicated to demystifying &
simplifying Government compliance mandates &
making compliance affordable for its fellow contractor
community.
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HUBZone

CERTIFIED

v FAR & DFARS Compliant or over 12 years
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MYTHS

» New Concept

> Exclusive to frameworks

> Frameworks dictate outcomes
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3.17 - Supply Chain Risk Management

3.17.1 SCRM Plan
3.17.2 Acquisitions Strategies, Tools, and Methods

3.17.3 Supply Chain Requirements and Process
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ESPs HotTopic

(2) If the OSA utilizes an External Service Provider (ESP), other than a Cloud Service

Provider (CSP), the ESP must have a CMMC Level 2 Final Certification Assessment. If the ESP

is internal to the OSA, the security requirements implemented by the ESP should be listed in the
OSA’s SSP to show connection to its in-scope environment. In the CMMC Program, CUI or
Security Protection Data (e.g., log data, configuration data), must be processed, stored, or
transmitted on the ESP assets to be considered an ESP. If using a CSP for Level 2 Self-

Assessment, see § 170.16(c)(2). If using a CSP for Level 2 Certification Assessment, see §

170.17(c)(5).
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ESPs - Continued

The ESP is now Level 2 Certified, all is good!




Process vs. Reality

* Log Review

* Firewall IDS/IPS Monitoring
* Endpoint Protection

* Vulnerability Scanning
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ESPs and L2 Certifications

What can a CMMC L2 IV&YV tell you about the services
and capabilities an MSP/MSSP provides their clients?

A) The analysis performed by the C3PAO will evaluate all security controls and related objectives
subject to NIST SP:800-171r2 that they perform on behalf of their clients.

B) Nothing

C) Banana
 EEEEEEE




Have a Meaningful Dialog

What should you be asking?
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Have a Meaningful Dialog - Continued

OSA: “Which security controls are you taking over?"”

OSA: “Which security control objectives are you taking over?”

OSA: “Do you have preformed SSP supplementals for me to use?”

OSA: “How do you demonstrate SLA conformance?”

DO NOT ASSUME




SCRM - Going After DoD Work

S

State, Local & Ed + Teaming v

@ My GovWin Learn about the New Enhanced

WAL Small Business Resource Center

Find market intelligence curated for small businesses »

Opp/Bid/Lead ID # ~

Quick Links My Alerts ' My Opportunities Chart ﬁ:?;szvs"”’ GovWin

» My GovWin Home

B View All Networks
My Profile [P My Market & Opportunity Alerts

My Settings You have no alerts that have occurred within the last week. You may view your previous alerts on
My Inbox the My Market & Opportunity Alerts page.

My Emails & Alerts

Featured Reports

2024 SLED Government
8 View All Alerts | B Learn More i
My Searches (2) Contracting Forecast
Published: December 20,
My Opportunities (9) s

My Sharing Activity
My FOIA & ATIP Requests

Federal Contracting

My Networks Trends to Watch in 2024
My Company Profile MarketAnalysis Published: November 29,
My Company Subscription Type Description 2023

: Forest Service Account Planner State and Local

Download this detailed Agency Account Planner for the Forest Service from GovWin IQ's Federal
Pr 1t Si hot -
Support " gency Profiles. Agency Account Planners are in an easy to modify PowerPoint format and include Q’;;;’Z';“'" s
f— Details of the agency’s mission and vision udiahedk v
Customer Success Departmental strategic plans 2023
Manager

Historical budget s (actual versus

# 703-885-9920

Total departmental budget summaries (including breakouts for specific capital investms
areas)

op GovWin IQ identified and tracked opportunitie




SCRM - Going After DoD Work (Continued)

-7 N TEAMING AGREEMENT

L1
* Proposal Work Assignments

e Work Share
* Pricing
L2 e Commitments

e L2 Certs
* Self Assessment Attestations
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It's great — Until it “Isn’t”

Publicly Traded

* Cost
e Schedule
e Performance

BASE oY1 oY 2 oY 3 oY 4
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It's great — Untilit “Isn’t” - (Continued)

25,000 Personnel Records “believed” to have been exfiltrated or lost control over

What does the impacted sub and prime have to do?

» Notify DoD within 72 Hours
» Notify CISA within 72 Hours
* Cost
> Notify California Attorney General? « Schedule
Performance
» Notify Virginia Attorney General?
» Notify Insurance
> Notify SEC
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SoundWay

Questions
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C. Schoenberg@soundwayco
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