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What is the Internet of Things?
Sensors: Cameras, Motion, 
Environmental (Heat, Temp, 
Humidity), Activity Trackers

Actuators: Locks, Thermostats, 
Washing Machines, Water 
Heaters, Lights



Background: Lack of Transparency



Background: Lack of Control



Florida Tech IoT Security and Privacy Lab

The Florida Tech IoT S&P Lab houses over 100 smart home IoT devices for analysis and study. 



Recent Discoveries



Devices with Hardcoded Backdoors



IoT Hardcoded Backdoors

Login; Username=Apexis; Password=008

Users cannot defend themselves since the backdoor account is part of the device’s firmware. In 
most cases, the users are entirely unaware an account exists. 



IoT Hardcoded Backdoors



IoT Hardcoded Backdoors

echo 1> /sys/class/gpio/gpio47/value

Attackers can use the backdoor to disable 
security Mechanisms. Our students 
discovered a backdoor in the Kangaroo 
privacy camera that can enable/disable 
the privacy glass lens.



IoT Naïve Communication Models



Attacking Naïve Communication Models
Manipulating traffic TO the cloud Manipulating traffic FROM the cloud 



Attack Implementation



Attacking Naïve Communication Models
• August Lock: hide/manipulate shared users
• UltraLoq Lock: hide/manipulate shared users
• Sifely Lock: hide/manipulate admin users
• Simplisafe Alarm: manipulate/clear alarm log files
• Smartthings: manipulate/clear log files
• Lockly: manipulate/clear log log files
• Amazon Echo: intercept messages responses
• Blink Camera: intercept cloud account credentials
• NightOwl Doorbell: intercept local account credentials 
• Google Home Camera: spoof camera images
• Nest Camera: spoof camera images
• Wyze Camera: spoof wyze camera images
• Roku TV: spoof roku tv show images
• Hue Lights: leak internal IP address
• Schlage Lock: force lock to unlock
• Momentum Camera: spoof camera images 



Experiment Results



Results: Hiding Users



Results: Manipulating Logs



Results: Manipulating Images



Results: Intercepting Firmware



IoT Authentication
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"wakeupServerKey": "<redacted>", 
"wakeupServerList": [ 
"47.92.3.201:12306", 
"47.254.35.114:12306", 
"47.91.92.46:12306"
] 



Authentication Problems
• Lengthy Token Timeouts
• Relaxed Access Control
• Login Auditing

"access_token": "<redacted>", "access_token_expires_in": 
86400, "expires_in": 86400,
"refresh_token": "<redacted>", 
"refresh_token_expires_in": 63072000,



Examining Threat Model
Attacker Goals:  retain access to a device’s core 
functionality after an authentication or access 
control modification or revocation.

Attacker Capabilities: a technically naıve attacker 
without technical knowledge (a UI-bound 
adversary)

Attacker Assumptions: relies on the condition that 
the attacker has been authorized to access a 
device’  functionality



Attacking 
Immature Designs
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The immaturity of IoT vendors often means they 
haven’t fully thought through complex 
transactions and relations. Blake Janes (BS, 
2020) discovered this flaw in 16 vendors.



Experiment Setup
Evaluation Data Set: 19 popular 
Connected cameras and doorbells 
available in 2019.

Experiment: Evaluated impact of 
password change and account 
revocation on attacker’s ability to 
stay connected to video stream.



Evaluation Results



Responsible Disclosure Lesson

. 



CVE-2021-33559 : Kangaroo Privacy Camera
CVE-2021-31793 : NightOwl Doorbell Camera Vulnerability 
CVE-2020-28713 : NightOwl Smart Doorbell Vulnerability (Firmware Version 20190505)
CVE-2020-28998 : Geeni Doorbell Camera Vulnerability (GNC-CW013 Firmware 1.8.1)
CVE-2020-28999 : Geeni Doorbell Camera Vulnerability (GNC-CW013 Firmware 1.8.1)
CVE-2020-29000 : Geeni Doorbell Camera Vulnerability (GNC-CW013 Firmware 1.8.1)
CVE-2020-29001 : Geeni (Multiple Devices, Firmware versions 2.7.2, 2.9.5, 2.96)

Responsible Disclosure Lesson
Florida Tech students have privately and publicly responsibly disclosed 
vulnerabilities. They publicly disclosed seven vulnerabilities through MITRE 
after concerns about the vulnerability’s impact.



Dataset: Challenges
Network Captures From IoT Devices Labels Describing Activity



IoT Devices in Dataset



Vendor APIs: Observe Events

à
SmartThings API Request



IFTTT: Observe Events
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IFTTT: Trigger Events
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Companion Apps: Capture Events

Doorbell
Ring!



Data collected from Mar 8 – Mar 15, 2021
57 unique devices

51.4 million packets
22GB of data

329,396 TCP Flows
139,537 UDP Flows

16,686 labeled events
28 unique labels for different activities

Dataset: Summary



Inspiring and Engaging The Next Generation
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Thank you.


